
1Managing 
 Workplace 
Violence 
in a Retail 
Setting

Healthy
Working
Lives



2

Contents

What is workplace violence?  3

Reducing workplace violence – 
practical ways to avoid 
violent situations  5

Workplace violence checklist  8

Risk assessment  10

Example risk assessment  13

Responding to incidents – 
dynamic risk assessment  14

Examples of guidance for 
staff when incidents occur 15

Recovering from a 
violent incident  16

Lone working – 
a case study for a workshop  18

The law, as it applies in Scotland  20

Appendix 1 – 
Model report form  21

Appendix 2 – 
Websites and resources  23

In partnership with

Managing Workplace Violence 
in a Retail Setting

Healthy 
Working 
Lives



3

What is workplace 
violence?

Violence and aggression includes verbal 
and emotional abuse, threats and/or 
physical attack inflicted on an individual or 
to property by another individual or group. 
It also includes the intention to injure or 
harm, antisocial behaviour and a lack of 
respect for others.

Incidents of extreme violence are still 
quite rare. However, aggression and verbal 
abuse are more common. This may be one 
unexpected incident or a series of repeated 
incidents. Over time, this kind of violence 
has a detrimental effect on the health and 
wellbeing of the victim.

Workplace violence may not always 
begin in a critical or extreme situation; it 
sometimes follows a pattern of escalating 
behaviour – from agitation, expressed 
anger or frustration and intimidating 
body language to verbal abuse and threats, 
physical threats or assault.  Violent acts may 
be committed for their own sake, either 
with little or no planning, or planned when 
security and violence control measures are 
not adequate. 

Violent acts can include the following:

>  Verbal abuse, in person or over 
the telephone 

>  Unreasonable and/or offensive 
remarks or behaviour 

>  Written abuse 

>  Rude gestures 

>  Intimidation 

>  Harassment, including sexual 
and racial abuse 

>  Threatening behaviour, e.g. squaring-up 
without physical contact 

>  Ganging up, bullying and intimidation 

>  Physical or sexual assault 

>  Spitting 

>  Armed robbery

>  Malicious damage to the property 
of staff, customers or the business

The impact of violence on a victim depends 
on the severity of the violence, his or her 
personal experiences, skills and personality. 

Staff are the most valuable resource in any 
workplace, and they should be protected 
both legally and morally. A risk assessment 
of violence should be carried out, and by 
doing this, you can be prepared to preserve 
the safety of the member of staff, and the 
productivity of the organisation.

  Work-related violence is 
described by the Health and 
Safety Executive (HSE) as: 
‘Any incident in which 
a person is abused, 
threatened, or assaulted in 
circumstances relating to 
their work.’
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Incidents in retail organisations usually fall 
into the following categories: 

Type I 

criminal intent, 
such as:

> theft, robberies
> troublemakers
>  suspicious credit 

cards

Type II 

customers: >  buying age-
restricted goods

>  angry or frustrated 
by elements of 
service

>  under influence of 
alcohol or drugs

>  with learning 
disabilities or 
mental health 
issues

>  taking issues into 
the community

>  affecting the 
worker’s family

Type III 

internal: >  worker on worker
>  bullying and 

harassment

Type IV 

domestic 
violence: 

>  can spill over into 
the workplace and 
involve colleagues, 
e.g. witnesses, 
covering absence

How many types of violence might occur 
in your workplace?

Using this information

This information is for employers, 
managers, health and safety 
representatives and contractors interested 
in or with a responsibility for preventing 
and minimising the impact of violence 
and aggression in the workplace. 

Similarly, employees can use this 
information to help them be aware of 
the factors that can cause violent incidents 
to occur. 

Using this resource will help to identify and 
assess violence risks. It will also develop 
practical prevention, critical incident 
and post-incident measures to avoid and 
minimise the effects of violence on your 
workers and customers. The main focus is 
to help employers, in consultation with 
employees, prevent and recover from 
aggressive and violent incidents. 

This publication generally outlines 
measures that could be taken to reasonably 
reduce the opportunity of violence at work. 
The recommendations are based on current 
best practice and provided as guidance only.
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Reducing workplace 
violence – practical 
ways to avoid violent 
situations

As an employer, you must select the most 
suitable risk controls for your business. 

Having more than one control measure for 
a particular hazard would be a good way of 
reducing workplace violence incidents. 

A code of conduct will help clearly define 
what is considered to be violence in the 
workplace and the context in which it 
may occur.

  You can get help with any aspect of 
this from the Healthy Working Lives 
Adviceline 0800 019 2211

The effectiveness of your controls will 
depend on clear communication through 
all levels of the workplace. It is vital that 
employees know who is responsible for 
implementing the different areas of the 
procedure, including who will take charge 
during an incident or emergency, and 
who will investigate after the event.  It 
is helpful to inform staff not just of their 
responsibilities, but also of what support 
they can expect during and after an 
incident.

  Don’t wait for an incident to happen. 
Encourage your employees to report 
all forms of workplace violence by 
explaining what you will do with the 
information. Act promptly on reports.

Not all of the contents of the following 
checklist will suit every retail 
establishment, but they will act as a guide 
where they are appropriate.

Provide a secure working environment

  External buildings should be well-lit, have 
ready means of access and be kept free of 
possible hiding places for aggressors.

  Remove or restrict access to equipment 
that could be used as a weapon.

  Ensure that staff are not working alone 
or in isolated conditions without 
adequate support.

  Ensure staff are not alone when carrying 
out high-risk tasks such as banking 
money.

  Where possible, night staff should be 
allowed to park where there is easy 
access to the premises and where their 
cars can be monitored.

  Where there are problems with public 
transport for staff who finish late, the 
employer should provide transport 
or assist staff in arranging lifts home 
together.

  Staff who are keyholders should be 
trained in what to do in a call-out and 
not expected to enter a premises on their 
own.
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Install and use physical barriers and 
security systems

  Provide a workplace that has service 
counters that act as a barrier to physical 
contact between clients and staff

  Lock doors to ‘staff only’ areas and ensure 
that only staff have (and use) keys.

  Install security and access key/card/code 
systems. 

  Provide a ‘safe area’ for workers to retreat 
to in case of emergency.

  Check visitors’ credentials, especially 
those using entrances not normally used.

Remove the motivation or incentive 
for violence 

  Reduce cash held on site by encouraging 
use of electronic payment methods.

  Regularly remove cash from more 
accessible areas and ensure that the till is 
emptied of cash at night.

  Don’t cash up/count money in public 
view.

  Have a safe procedure for banking and/
or cash collection. This should never be 
done by one person on their own.

  Reduce stocks of valuable items to 
minimum levels.

  Ensure that staff limit their personal 
valuables in the workplace.

Ensure effective management

  Promote the fact that harassment and 
bullying will not be tolerated. 

  Provide effective management and 
supervision.

  Develop and implement grievance 
procedures to allow reporting and 
action. 

  Create a culture of respect. 

  Give clear guidelines on what is 
unacceptable behaviour and how to 
recognise early signs of aggression.

  Give training on how to handle difficult 
situations with customers and how to 
act to reduce a person’s aggression.

  Give training on how to apply security 
measures. 

Managing Workplace Violence 
in a Retail Setting
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Lives
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Ensure that work systems and service do 
not promote aggression from customers

  Provide reasonable waiting/queuing 
times.

  Ensure staffing levels are adequate for 
the time of day/week. 

  Look at stress reduction factors such as 
temperature control, noise, natural and 
adequate light levels. 

  Ensure staff are trained in violence 
detection and management, including 
complaint and grievance handling. 

  Provide customers with information 
about rights and responsibilities, 
including proof of age schemes. 
Ensure information is clear to reduce 
uncertainty.

Provide detection measures, for 
example:

 Security video cameras. 

 Mirrors. 

 Beepers to announce exit and entry. 

 Duress alarms (tested regularly). 

  Report forms to encourage description 
taking of incidents and offenders (see 
page 21). 

Deter offenders by making it known 
that security measures are in place

  Notices declaring CCTV and other 
security measures are on site; these must 
comply with Data Protection Act (see 
www.ico.org.uk/for-organisations/
guide-to-data-protection).

 Visible cameras and mirrors. 

  Notices stating that a minimal amount 
of cash is kept in the tills.

  Notices stating that a time delay safe 
operates which cannot be overridden 
by staff. 

Create guidelines for specific situations, 
such as:

 Lone working.

  Extended trading – reducing staffing 
levels for late night trading and problems 
with customers who may have been 
drinking alcohol.

  Closing a premises late at night or on 
dark evenings.

  Keyholders who are called out in the 
middle of the night if the store alarm has 
gone off can feel vulnerable, especially if 
back-up is not available.

  Age-related sales such as cigarettes 
or alcohol.

http://www.ico.org.uk/for-organisations/guide-to-data-protection
http://www.ico.org.uk/for-organisations/guide-to-data-protection
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Workplace violence 
checklist

This checklist can help to identify present 
or potential workplace violence problems. 
The checklist contains common features 
relating to the occurrence of workplace 
violence and control measures that 

are practical for retail establishments. 
Employers are encouraged to expand and 
modify the list for their own circumstances, 
as not all control measures will be relevant 
for all businesses.

Contributing factors Yes No N/A

Is the site located in a high crime area?

Has the site experienced a robbery in the past three years?

Has the site experienced threats, harassment or abusive behaviour 
in the past three years? 

Do employees exchange money with the public?

Is the business open during late night or early morning hours?

Does the business serve alcohol?

Do employees work alone or in small numbers?

Do employees work with, guard, or transport valuable items like 
jewellery, cameras or cigarettes?

Administrative/work practice controls Yes No N/A

Is the workplace often understaffed?

Are there emergency procedures in place to deal with different 
types of violence, including robberies and physical violence?

Have employees been instructed to report suspicious persons 
or activities? 

Are employees trained in:
> ways to prevent workplace violence?
> how to recognise warning signs of potential violence?
> ways to respond to hostile or threatening situations?
> use of the alarm systems and other security devices?
> what to do in an emergency?

Do you provide means for internal reporting after various 
situations, including descriptions of assailants?

Are employees encouraged to report accidents, incidents 
and near misses?

Is there a clear procedure for dealing with complaints and refunds?  
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Administrative/work practice controls Yes No N/A

Are emergency telephone numbers for police, fire, medical services 
and business contacts posted adjacent to the telephone?

Does the premises have a policy to maintain minimum amounts 
of cash in tills, especially during late night openings?

Do employees work with at least one other person throughout shifts?

Are there procedures in place to ensure the safety of employees 
who open and close the store or respond to alarm callouts?

Are there procedures in place to ensure the safety of employees 
who open and close the store or respond to alarm callouts?

Do you carry out daily checks on control measures such as lighting, 
CCTV and that emergency exits are clear?

Are doors used for deliveries, rubbish removal, etc.  
locked when not in use?

Are doors to the front of the business locked before and after 
official opening times while staff are on the premises?

Is there a proof of age scheme in place, and is it enforced?

Engineering controls Yes No N/A

Do employees have access to a telephone with an outside line?

Is the entrance to the building easily seen and free from heavy 
shrub growth?

Is lighting bright in parking and adjacent areas?

Are all indoor lights working correctly?

Are windows and views outside and inside clear of advertising 
and obstructions?

Is there a working drop safe or time access safe to minimise cash 
available?

Are security cameras and mirrors placed in locations that would 
deter thieves and provide greater security for employees?

Are there height markers on exit doors to help witnesses provide 
more complete descriptions of assailants?

Does the customer entrance have a door detector to alert 
employees when persons enter?

Are silent or personal alarms in place to notify police or 
management?

Can exit doors be opened only from the inside to prevent 
unauthorised entry?

Are additional security measures put in place to protect employees 
at night?

Are there employee-only areas, separate from members of the 
public?

Is there a secure place for employees to store personal belongings?

Does the workplace have physical barriers, e.g. partitions 
protecting the staff area?
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Risk assessment 

  A planned and systematic approach 
is needed so that employees 
understand their respective role 
and responsibilities.

No two workplaces are exactly the same. 
A combination of many factors will 
determine the need to protect against 
violence towards staff.

When selecting control measures, you must 
consider what the different risk factors are 
that might lead to violent or aggressive 
situations. When looking at these factors 
you should consult with the people most 
likely to be affected, i.e. your employees. 
Look at the history of occurrences recorded 
in accident/incident books and anecdotal 
evidence.

The consultation process will reveal 
particular risks and give employees the 
opportunity to contribute to violence 
prevention. Without their input and 
support it is difficult to identify the actual 
risks and successfully implement preventive 
measures.

Young people have been shown to be 
particularly at risk of violence from 
customers and extra consideration may 
have to be given to this if young people are 
employed in your organisation.

The following five steps will help you 
to identify and control the risks in your 
workplace. They are based on the Heath 
and Safety Executive publication Five Steps 
to Risk Assessment which can be viewed at 
www.hse.gov.uk/pubns/indg163.pdf 
and contains a model risk assessment form. 

Step 1 – Hazard identification

  Check past incident and injury reports, 
and any employee compensation records, 
to identify past injuries and any patterns. 
(Finding a small number of incident 
reports does not necessarily mean that 
workplace violence is not a problem; it 
may not have been reported in the past, 
especially verbal abuse that employees 
may have accepted ‘as part of the job’.)

  Consult employees on their own 
experiences. Encourage them to express 
their concerns regarding workplace 
violence, and whether they have been 
threatened or harassed while at work or 
when leaving the premises.

  Are there young or inexperienced 
workers alone in certain areas and might 
this be exploited?

  Consult with the local police on what is 
happening in your area, is it a high crime 
area or have there been incidents in 
similar businesses recently?

  Conduct workplace inspections, using 
the checklist, to check for workplace 
violence risk factors. Include workplace 
layout and work practices.

http://www.hse.gov.uk/pubns/indg163.pdf
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  Set up a system for reporting all 
incidents, including verbal aggression, 
and ensure all staff are aware of it and are 
encouraged to report all incidents.

  Check procedure implementation, how 
staff deal with situations and check 
that any existing measures are being 
followed.

  Exit interviews will help determine if an 
employee is leaving because they feel 
unsafe at work.

  Contact local businesses, relevant 
community groups and industry 
associations for information on their 
experiences.

Step 2 – Work out the risk

  Which of the identified hazards is 
most likely to occur? Identify high-risk 
situations.

  What are the likely injuries that may 
result?

  How severe are the injuries likely to be, 
and how many employees and/or other 
groups of people are likely to be affected?

  How effective are any existing security 
measures at minimising the risk of 
violence?

  How often and when are staff expected 
to work alone?

You can now focus on the high priorities 
first.

Step 3 – Controlling the risks

  Eliminate the hazard. The best method 
of protecting employees is to change the 
system of work to reduce the chance of 
workplace violence.

  Replace the hazardous procedure with 
a less hazardous one. When you cannot 
eliminate the hazard, look for safer 
alternatives, for example, keeping less 
cash in tills.

  Design safety and security into the 
premises and procedures. This includes 
improving visibility in and out of the 
workplace, location of workstations and 
counters, no lone working, adequate 
lighting inside and outside, screens, use 
of drop safes, door detectors, alarms and 
surveillance systems.

  Integrate violence prevention activities 
into daily procedures, such as checking 
lighting, locks and security cameras.

  Establish systems of communication in 
the event of emergencies. 

  Provide training. All employees must 
be trained in safety procedures, in the 
operation of security equipment and in 
what is unacceptable behaviour.

  Be prepared. Despite preventive 
measures, incidents of workplace 
violence may still occur. When they 
do, managing the event during and 
afterwards is just as important. 
Employees must know what to do and 
how to handle the types of situations 
that are likely to occur.
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  Contact other businesses and trade 
associations for advice on what has 
worked well in similar businesses 
elsewhere.

  Run a well-managed business. 
Aggression in customers can be 
increased by, for example, invoicing 
errors, the product not corresponding to 
what was advertised, inadequate stock 
and not enough staff leading to long 
waiting and queuing times.

  Make sure all employees know what is 
expected of them at work every day or 
during or after an incident.

Step 4 – Record what you have done

It is a legal requirement to record this 
assessment if five or more people are 
employed in the workplace. If there are 
fewer than five employees, it is still good 
practice to write it down. This will help 
in passing information to employees and 
when you come to review your assessment 
in the future.

Step 5 – Review/monitor what has 
been done

It is important to know whether or not your 
actions are working effectively. In order to 
find this out, two basic questions need to 
be asked:

How effective are your preventive measures 
at reducing the frequency and severity of 
violent incidents?

How effective are your reactive measures 
at minimising the negative outcomes 
associated with incidents of violence?

  Check accident/incident books or 
other methods of recording violent 
incidents that have been implemented. 
Have incidents been reduced? Are the 
control measures working? (At first you 
might see an increase in the number 
of incidents, especially of verbal abuse, 
as employees are being encouraged to 
record all incidents.) Good recording is 
vital to the review process.

  Consult with employees on whether 
the control measures are user friendly, 
and whether they could be improved or 
different ones used.

  Have return to work interviews. Could 
anything have been done differently?

  Keep abreast of new strategies to deal 
with violence in the retail industry.

  Change/improve control measures as 
required through talking to employees, 
accident/incident/near miss monitoring 
and/or change in working practice.

  Ensure that any new employees have 
been informed of the procedures and any 
existing employees that are not using 
them are retrained. Procedures will not 
work if employees are not using them or 
do not know about them.

  Set a date for the next review.   
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Task and 
location

Hazard People 
affected

How 
often

Action – effective and 
efficient safeguards 
needed for your staff

Handling 
dissatisfied 
customers

Verbal abuse 
and physical 
violence from 
customers

Counter staff Occasionally Ensure staff trained in 
handling customers and 
complaints procedures. 
Have adequate numbers 
of staff

Handling 
drunken 
customers 
from pub next 
door

Verbal abuse 
and physical 
violence from 
customers

Late night 
staff and 
other 
customers

At pub 
losing times, 
especially at 
weekends

Ensure staff aware of 
emergency telephone 
numbers and trained in 
handling violence and 
aggression. No lone 
working at these times

Handling cash 
at counter

Robbery Other 
customers, 
and all 
employees 
involved in 
cash handling

Frequently Check cash handling and 
alter procedures. Ensure 
staff trained

Taking 
deliveries

Robbery 
of valuable 
goods

Employee 
who 
apprehends 
offender

Irregular Ensure staff trained 
in how to deal with 
situation, i.e. how to 
apprehend thief

Late night 
opening

Robbery Night shift 
employees

After dark To review lone working 
policy

Age-related 
sales

Verbal 
abuse from 
cutomers 
asked for ID or 
refused sale

Counter staff Frequently Strict age policy Display 
proof of age posters. 
Trained staff

Example risk 
assessment
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Responding to incidents – 
dynamic risk assessment

  Basic principles for dealing with any 
violent incident:

 >  Take every violent incident 
seriously

 > Investigate what happened 

 >  If a major incident, report to 
the police 

 >  No matter the size of the incident, 
report it within the organisation

 > Debrief in all cases 

 >  Have a grievance procedure in 
place both for customers and 
staff and use it 

While risk assessment is a vital part of 
the process, employees can still be faced 
with situations which may not have been 
anticipated. 

Dynamic risk assessment is the continuous 
process of identifying hazards, assessing 
risks, taking action to reduce risk and 
monitor and reviewing while carrying out 
tasks. 

By remaining aware of the need to keep 
risk-assessing, employees can begin to be 
prepared and to recognise the potential for 
aggression and remove themselves from 
the danger before it occurs. 

Violence from other aggressors such as 
thieves and shoplifters may be immediate 
and unpreventable. Be prepared to take 
escape action as soon as possible. 

Other violent situations often follow a 
pattern of escalating aggression:

  Annoyance

  Raised voice

  Verbal threats, physical gestures

  Actual physical violence

Recognising these types of situations helps 
to be able to de-escalate them and make 
sure there is no further aggravation. 

After the incident record details, notify 
or report the incident to the supervisor/
manager. The supervisor/manager should 
ensure post-incident support is provided as 
required, including first aid, other impact 
management, reporting, debriefing, 
counselling, compensation or legal 
assistance.  
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  Verbal abuse and threats: Withdraw 
from the situation. Do not put 
yourself at risk or make the situation 
worse. Inform your supervisor 
immediately. Complete any reporting 
forms or write down the details.

The supervisor should ensure that the 
threatened worker is not left alone at work, 
or placed in situation at work where he or 
she is at risk of repeated aggression. 

The supervisor should ensure that the 
worker is accompanied home or taken 
home by taxi, if applicable, to reduce the 
risk of continued aggression away from 
the workplace. Such protection should 
be provided as long as there is reasonable 
fear of repeated aggression. The incident 
should be reported to the police where 
appropriate. 

Physical and armed assault

 If a duress alarm is in place, activate it.

  Withdraw from the situation 
immediately if possible. Do not put 
yourself or others at risk or make the 
situation worse.

 Summon help if possible.

  If you cannot withdraw you are entitled 
to use reasonable force to protect 
yourself.

  As soon as you can, withdraw to a safe 
place.

  If you are injured seek medical help 
immediately.

  Contact the police and notify your 
supervisor.

Armed hold-up

  Stand still and keep your hands where 
they can be seen.

  Do not make any sudden movements.

  Obey the offender’s instructions exactly.

  Ask any witnesses to remain.

  Immediately seal off the area, including 
locking doors to prevent the offender 
re-entering.

Bomb threats

  Take the threat seriously.

  Remain calm – try to record the exact 
wording of the caller and distinctive 
background noises which might be used 
to identify the source of the call.

  Ask questions to find out where the 
bomb is, what it looks like, what time it 
will detonate.

  Report the incident immediately to your 
supervisor.

  Assist as instructed to report the 
incident to the police and evacuate the 
area.

  For further guidelines on this matter 
contact local police to request the 
publications Bombs, protecting people and 
property and Business as usual – maximising 
business resilience to terrorist bombings.

Examples of 
guidance for staff 
when incidents occur
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Recovering from a 
violent incident

Practical things you can do to assist 
staff and your business to recover from 
a violent incident

  Secure the premises.

  Provide prompt first-aid treatment 
for injured people and/or arrange for 
medical treatment for any serious 
injuries.

  Record details of the incident 
immediately, making details that may 
be forgotten over time including what 
happened, who was involved, what 
triggered the incident, place, conditions, 
time of day, witnesses.

  Senior management should offer their 
personal support to the victim.

  Both employees and the employer can 
contact Victim Support for help and 
advice.

  Report the incident to the business 
owner or senior manager and the police 
if necessary. Complete any reporting 
form required. Notify all crimes to the 
police. Report to the enforcing authority 
under Reporting of Injuries, Disease and 
Dangerous Occurrences Regulations 2013 
(RIDDOR) if necessary.

  Advise employees that they need to 
fully cooperate with the police to be 
able to apply for compensation from the 
Criminal Injuries Compensation Scheme 
(CICA). The incident must be reported to 
them as soon as possible, usually within 
48 hours.

  Employees should put the business 
address on any witness statements 
rather than their home address if they 
are worried about reprisals.

  Provide a debriefing to affected workers.

Supporting recovery

The impact of violence on a victim can 
depend on the severity of the violence, 
his or her personal experiences, skills 
and personality. Occasionally, one 
seemingly minor incident can produce 
an extreme reaction due to a build-up of 
negative experiences or other sometimes 
unexplainable factors which are not 
immediately apparent. 

These reactions may include:

  Physical signs – like headaches, 
insomnia, indigestion, high blood 
pressure, alopecia, loss of appetite.

  Emotional factors – such as irritability, 
lack of concentration, anxiety, 
depression, loss of confidence, low 
morale.

  Behavioural aspects – such as poor 
work performance, accidents, poor 
relationships at home and work, 
dependence on tobacco, drugs and 
alcohol.
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The enlightened support of managers and 
colleagues can greatly enhance the recovery 
of the person involved. 

During and immediately after an incident, 
employees affected, including witnesses, 
need to know they have the support of their 
manager and colleagues. Employees may 
require:

>  first aid and/or a medical assessment; 
debriefing sessions can be useful but 
of course this should depend on the 
reaction of the employee 

> a colleague asking if they are OK 

>  an informal chat with their line manager, 
who should make sure the incident is 
recorded and investigated 

> a coffee break 

> to go home. 

Short term: it may be necessary in the 
short term to:

>  change the work area or the type of work 
if the victim agrees 

>  regularly meet with their line manager to 
talk about any problems 

>  discuss about what can be learnt from 
the incident. 

Long term: sometimes individuals may 
experience long-term symptoms and 
require time off.

  The role of the immediate line 
manager is especially important, 
because that person most powerfully 
represents the organisation to the 
employee.

Supporting staff after events like these 
can be difficult especially when managers 
or colleagues do not know what to do for 
the best. 

Healthy Working Lives can provide free 
Mentally Healthy Workplace training for 
managers. It can also signpost many other 
resources which can help you make a 
positive impact on the lives of people who 
otherwise might have difficulty in making 
sense of incidents of verbal, physical or 
threatening abuse in the workplace. 

Contact them on: 0800 019 2211 or via their 
website: www.healthyworkinglives.scot 

http://www.healthyworkinglives.scot
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Lone working – 
a case study for 
a workshop

Kerry is 19 years old and works part time 
in a family-run convenience shop located 
in a secluded area of a housing estate. The 
owner of the business has several other 
shops and is therefore often away. As a 
result, the running of the premises is left to 
Kerry and six other part-time staff. There 
has been no history of violent incidents or 
robberies in this shop but recently there 
have been two attempted robberies in the 
area and aggressive behaviour to staff from 
customers they do not recognise. The shop 
has a burglar alarm but no other security 
measures or procedures. 

There are usually two members of staff on 
duty. However, this is not always possible. 
When staff phone in sick, take a holiday at 
short notice, or the owner is unavailable, the 
shop will run with only one member of staff. 
Opening hours are 7.00 am to 9.00 pm. 

One Friday evening, Kerry was working on 
her own. At around 7.30 pm she felt uneasy 
when observing two youths who seemed 
to be taking a long time deciding on what 
to buy. The youths were not known to her. 
There was no incident, in fact the youths 
were friendly and asked her if she liked 
her job. They asked her if it was hard work 
doing everything in the shop on her own? 
What was she doing working so late on a 
Friday when she should be out on the town? 
They explained that they had just moved 
into the area. Kerry felt she had overreacted 
and told herself not to be so jittery or 
judgemental in future. 

When she was cashing up just before 
closing at 9.00 pm, Kerry thought she saw 
the youths again outside the shop. It was 

practice to bank the takings every evening 
so Kerry put the money in her holdall as 
usual. She put on her MP3 player, locked 
up the shop and pulled the shutters down. 
Before she turned around, two people 
pushed her against the shutters, ripped her 
holdall from her and ran away. 

Discuss the following:

  What measures could the owner and 
Kerry have taken to help prevent this 
robbery?

  When a robbery or incident occurs, what 
measures would help catch or identify 
the perpetrator(s)?

Notes for workshop facilitator:

What could have been done to help prevent 
the robbery? This list is not exhaustive. 

Owner:

1.   A risk assessment of Kerry’s job should 
have been carried out. This would have 
highlighted what potential incidents 
could occur.

2.  CCTV – internal and external – could 
have been installed. This would help 
deter potential thieves and/or unruly 
behaviour.  

3.  An alarm, e.g. panic button, could have 
been installed, relayed to an external 
monitoring station or a bell in the shop. 
A personal alarm could be provided to 
staff when banking cash. This could have 
given Kerry a means of calling for help 
and might have deterred the youths.  
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4.  The owner should have ensured 
adequate staff cover. He/she should be 
available to cover at short notice. 

5.  Banking money every night should be 
reviewed, e.g. change times, days; there 
should always be two people banking 
or have a security firm pick up takings. 
Store in a safe if only one employee 
available to bank. Provide appropriate 
bank bags. 

6.  Kerry could have been encouraged to 
call for assistance in situations when 
she feels uneasy. This might highlight 
ongoing problems. 

7.  Training staff to spot and report 
potential trouble would also help prevent 
incidents. 

8.  The owner should have been in regular 
contact with Kerry when she was on her 
own. 

9.  The area is secluded; lighting 
requirements should be reviewed. 

Kerry:

1.  She could have trusted her instinct about 
the two youths’ initial behaviour and 
phoned the owner.  

2.  She should be wary about answering 
questions around her job.  

3.  She could have been more aware of her 
surroundings when locking up.  

4.  She shouldn’t have listened to music 
when locking up. She couldn’t hear 
anything except the music.  

Measures that could be taken to help 
catch the thieves:

1. Phone police immediately.  

2.  Use of CCTV footage, if this has been 
installed.  

3. Panic alarm system alerting others.  

4.  Incident report form, to be completed as 
soon as possible after the event giving a 
description of the thieves.  

5.  If Kerry hadn’t been in shock, she may 
have been able to: 

>  observe if they were the same youths she 
spoke to in the shop earlier 

>  note as much detail as possible about the 
thieves 

>  make police aware of any potential 
witnesses.  
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The law, as it applies 
in Scotland

Health and safety at work 
The Health and Safety at Work etc Act 
places general duties on employers and 
employees that are applicable to work-
related violence and personal safety. You 
have a duty to ensure the health and safety 
at work of all your employees. It also states 
that to achieve this you need to provide 
adequate training, instruction, information 
and supervision.

It also places duties on employees. They 
must take reasonable care of their own 
safety and that of others. They must 
cooperate with their employer to help them 
meet their legal obligations. 

Management of health and safety 
at work 
Management of Health and Safety at Work 
Regulations 1999 state you must assess the 
risks to employees and make arrangements 
for their health and safety byeffective 
planning, organising, control, monitoring 
and review.

Reporting of Injuries, Disease and 
Dangerous Occurrences Regulations 
(RIDDOR)
Many of the incidents referred to in 
this guidance may not be reportable 
under Reporting of Injuries, Disease and 
Dangerous Occurrences Regulations 2013 
(RIDDOR). However, for those that involve 
physical injury, employers must notify the 
Health and Safety Executive of an accident 
at work resulting in death, injury or 
incapacity for normal work for more than 
seven consecutive days.  

This includes any act of non-consensual 
physical violence inflicted on a person at 
work. This can be reported via the Health 
and Safety Executive website: 
www.hse.gov.uk/riddor

Worker consultation
The Safety Representatives and Safety 
Committees Regulations 1977 and Health 
and Safety (Consultation with Employees) 
Regulations 1996 express your duty to 
inform and consult with employees in 
good time on matters relating to their 
health and safety. 

Equality Act 
The Equality Act 2010 protects people from 
discrimination in the workplace and society 
in general. It creates the framework for you 
to protect employees from harassment and 
allows the employee to take their employer 
to an employment tribunal. 

Emergency Workers (Scotland) Act
Emergency Workers (Scotland) Act 2005 
(EWA) makes it a specific offence to assault, 
obstruct or delay someone providing an 
emergency service, or someone assisting 
an emergency worker in an emergency 
situation. The EWA is generally used for less 
serious assaults. More violent incidents can 
be prosecuted using a range of common 
law offences from assault to murder.



2121

Appendix 1 – 
Model report form

Name of staff member:  Job title:

Date: Time: Location of incident

Type of incident, whether face to face or by telephone:

Names and contact details of witnesses 

Further investigation required 
Date RIDDOR form submitted to enforcing authority Police incident no. (if applicable) 

Date employee informed of preventative 
measures taken to prevent recurrence

Working 
time lost

Line manager/responsible person 
Signature 

Date 

(Cont. overleaf)

Physical abuse Verbal abuse

Verbal threat Physical posturing Physically armed Spitting  

Any other form of violence please describe below. 
Account of what happened (including details of injuries and damage) 

Name of assailant (or description if name unknown, see overleaf) 

Details of preventative measures implemented to prevent recurrence
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If the attacker or aggressor is not known please use the pro forma below to give as much 
information as possible as to their description. 

Clothing

If yes, please give details  

Sex Male Female

Age Under 16 16–30 30–50 Over 50

Build Slim Proportionate Heavy

Ethnic appearance White Asian Black Mixed

Facial hair Yes No

Glasses Yes No

Hair colour Blonde Brown Black

Grey Red Dyed

Please describe

Accent Local

Other (please state)

Tattoo(s) Yes

Please describe

Scar(s) Yes

Please describe

Please describe

Other witnesses Yes No
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Appendix 2 – 
Websites and resources

Advice 

Healthy Working Lives Adviceline  
0800 019 2211 
www.healthyworkinglives.scot

Health and Safety Executive 
Work-related violence in licensed 
and retail premises 
www.hse.gov.uk/violence/index.htm  
Violence at Work, a guide for employers, 
(2002), HSE 
www.hse.gov.uk/pubns/indg69.pdf 

The Suzy Lamplugh Trust 
The leading authority on personal 
safety offers advice, publications, 
training and research  
www.suzylamplugh.org 

Trade associations

Scottish Grocer’s Federation 
www.scottishshop.org.uk 

Scottish Retail Consortium 
www.brc.org.uk 

Union of Shop, Distributive and Allied 
Workers, USDAW, ‘Freedom from Fear’ 
campaign: www.usdaw.org.uk  

Support

Breathing Space is a free and confidential 
phoneline service for any individual 
who is experiencing low mood or 
depression, or who is unusually worried 
and in need of someone to talk to. 
Call 0800 83 85 87, 6 pm–2 am 
www.breathingspacescotland.co.uk 

Website of the National Programme for 
Improving Mental Health and Wellbeing 
The site provides news on mental health 
in Scotland, a database of suppor 
 agencies and services, practical top tips 
for maintaining positive mental health, 
and a useful glossary of common terms 
www.wellscotland.info 

Samaritans provides confidential, 
emotional support for people experiencing 
distress or despair. Also provides a number of 
courses for businesses to help tackle stress in 
the workplace www.samaritans.org  

Victim Support Scotland 
www.victimsupportsco.org.uk 

Being a witness in Scotland – what to 
expect when you attend court as a witness 
www.witnessesinscotland.com     

http://www.breathingspacescotland.co.uk
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Talk to the Healthy Working Lives experts FREE on:

0800 019 2211
www.healthyworkinglives.scot

Published by NHS Health Scotland

1 South Gyle Crescent 
Edinburgh EH12 9EB

© NHS Health Scotland 2017

This resource may also be made available 
on request in the following formats: 

       0131 314 5300 

       nhs.healthscotland-alternativeformats@nhs.net
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This resource details practical ways to cut down and 
prevent violence in the workplace for the retail industry.   
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	What is workplaceviolence?
	 

	Violence and aggression includes verbal and emotional abuse, threats and/or physical attack inflicted on an individual or to property by another individual or group. It also includes the intention to injure or harm, antisocial behaviour and a lack of respect for others.
	Incidents of extreme violence are still quite rare. However, aggression and verbal abuse are more common. This may be one unexpected incident or a series of repeated incidents. Over time, this kind of violence has a detrimental effect on the health and wellbeing of the victim.
	Workplace violence may not always begin in a critical or extreme situation; it sometimes follows a pattern of escalating behaviour – from agitation, expressed anger or frustration and intimidating body language to verbal abuse and threats, physical threats or assault.  Violent acts may be committed for their own sake, either with little or no planning, or planned when security and violence control measures are not adequate. 
	Violent acts can include the following:
	  Verbal abuse, in person or overthe telephone 
	>
	 

	  Unreasonable and/or offensiveremarks or behaviour 
	>
	 

	  Written abuse 
	>

	  Rude gestures 
	>

	  Intimidation 
	>

	  Harassment, including sexualand racial abuse 
	>
	 

	  Threatening behaviour, e.g. squaring-up without physical contact 
	>

	  Ganging up, bullying and intimidation 
	>

	  Physical or sexual assault 
	>

	  Spitting 
	>

	  Armed robbery
	>

	  Malicious damage to the propertyof staff, customers or the business
	>
	 

	The impact of violence on a victim depends on the severity of the violence, his or her personal experiences, skills and personality. 
	Staff are the most valuable resource in any workplace, and they should be protected both legally and morally. A risk assessment of violence should be carried out, and by doing this, you can be prepared to preserve the safety of the member of staff, and the productivity of the organisation.
	  Work-related violence is described by the Health and Safety Executive (HSE) as:‘Any incident in which a person is abused, threatened, or assaulted in circumstances relating to their work.’
	 

	Incidents in retail organisations usually fall into the following categories: 
	Type I 
	Type I 
	Type I 
	Type I 
	Type I 
	Type I 


	criminal intent, such as:
	criminal intent, such as:
	criminal intent, such as:

	 theft, robberies
	 theft, robberies
	>

	 troublemakers
	>

	  suspicious credit cards
	>






	Type II 
	Type II 
	Type II 
	Type II 
	Type II 
	Type II 


	customers:
	customers:
	customers:

	  buying age-restricted goods
	  buying age-restricted goods
	>

	  angry or frustrated by elements of service
	>

	  under influence of alcohol or drugs
	>

	  with learning disabilities or mental health issues
	>

	  taking issues into the community
	>

	  affecting the worker’s family
	>






	Type III 
	Type III 
	Type III 
	Type III 
	Type III 
	Type III 


	internal: 
	internal: 
	internal: 

	  worker on worker
	  worker on worker
	>

	  bullying and harassment
	>






	Type IV 
	Type IV 
	Type IV 
	Type IV 
	Type IV 
	Type IV 


	domestic violence: 
	domestic violence: 
	domestic violence: 

	  can spill over into the workplace and involve colleagues, e.g. witnesses, covering absence
	  can spill over into the workplace and involve colleagues, e.g. witnesses, covering absence
	>






	How many types of violence might occurin your workplace?
	 

	Using this information
	This information is for employers, managers, health and safety representatives and contractors interested in or with a responsibility for preventing and minimising the impact of violenceand aggression in the workplace. 
	 

	Similarly, employees can use this information to help them be aware ofthe factors that can cause violent incidents to occur. 
	 

	Using this resource will help to identify and assess violence risks. It will also develop practical prevention, critical incident and post-incident measures to avoid and minimise the effects of violence on your workers and customers. The main focus is to help employers, in consultation with employees, prevent and recover from aggressive and violent incidents. 
	This publication generally outlines measures that could be taken to reasonably reduce the opportunity of violence at work. The recommendations are based on current best practice and provided as guidance only.
	Reducing workplace violence – practical ways to avoid violent situations
	As an employer, you must select the most suitable risk controls for your business. 
	Having more than one control measure for a particular hazard would be a good way of reducing workplace violence incidents. 
	A code of conduct will help clearly define what is considered to be violence in the workplace and the context in which itmay occur.
	 

	  You can get help with any aspect of this from the Healthy Working Lives Adviceline 0800 019 2211
	The effectiveness of your controls will depend on clear communication through all levels of the workplace. It is vital that employees know who is responsible for implementing the different areas of the procedure, including who will take charge during an incident or emergency, and who will investigate after the event.  It is helpful to inform staff not just of their responsibilities, but also of what support they can expect during and after an incident.
	  Don’t wait for an incident to happen. Encourage your employees to report all forms of workplace violence by explaining what you will do with the information. Act promptly on reports.
	Not all of the contents of the following checklist will suit every retail establishment, but they will act as a guide where they are appropriate.
	Provide a secure working environment
	  External buildings should be well-lit, have ready means of access and be kept free of possible hiding places for aggressors.
	  Remove or restrict access to equipment that could be used as a weapon.
	  Ensure that staff are not working alone or in isolated conditions without adequate support.
	  Ensure staff are not alone when carrying out high-risk tasks such as banking money.
	  Where possible, night staff should be allowed to park where there is easy access to the premises and where their cars can be monitored.
	  Where there are problems with public transport for staff who finish late, the employer should provide transport or assist staff in arranging lifts home together.
	  Staff who are keyholders should be trained in what to do in a call-out and not expected to enter a premises on their own.
	Install and use physical barriers and security systems
	  Provide a workplace that has service counters that act as a barrier to physical contact between clients and staff
	  Lock doors to ‘staff only’ areas and ensure that only staff have (and use) keys.
	  Install security and access key/card/code systems. 
	  Provide a ‘safe area’ for workers to retreat to in case of emergency.
	  Check visitors’ credentials, especially those using entrances not normally used.
	Remove the motivation or incentivefor violence 
	 

	  Reduce cash held on site by encouraging use of electronic payment methods.
	  Regularly remove cash from more accessible areas and ensure that the till is emptied of cash at night.
	  Don’t cash up/count money in public view.
	  Have a safe procedure for banking and/or cash collection. This should never be done by one person on their own.
	  Reduce stocks of valuable items to minimum levels.
	  Ensure that staff limit their personal valuables in the workplace.
	Ensure effective management
	  Promote the fact that harassment and bullying will not be tolerated. 
	  Provide effective management and supervision.
	  Develop and implement grievance procedures to allow reporting and action. 
	  Create a culture of respect. 
	  Give clear guidelines on what is unacceptable behaviour and how to recognise early signs of aggression.
	  Give training on how to handle difficult situations with customers and how to act to reduce a person’s aggression.
	  Give training on how to apply security measures. 
	Ensure that work systems and service do not promote aggression from customers
	  Provide reasonable waiting/queuing times.
	  Ensure staffing levels are adequate for the time of day/week. 
	  Look at stress reduction factors such as temperature control, noise, natural and adequate light levels. 
	  Ensure staff are trained in violence detection and management, including complaint and grievance handling. 
	  Provide customers with information about rights and responsibilities, including proof of age schemes. Ensure information is clear to reduce uncertainty.
	Provide detection measures, for example:
	 Security video cameras. 
	 Mirrors. 
	 Beepers to announce exit and entry. 
	 Duress alarms (tested regularly). 
	  Report forms to encourage description taking of incidents and offenders (see page 21). 
	Deter offenders by making it knownthat security measures are in place
	 

	  Notices declaring CCTV and other security measures are on site; these must comply with Data Protection Act (see ).
	www.ico.org.uk/for-organisations/guide-to-data-protection

	 Visible cameras and mirrors. 
	  Notices stating that a minimal amount of cash is kept in the tills.
	  Notices stating that a time delay safe operates which cannot be overriddenby staff. 
	 

	Create guidelines for specific situations, such as:
	 Lone working.
	  Extended trading – reducing staffing levels for late night trading and problems with customers who may have been drinking alcohol.
	  Closing a premises late at night or on dark evenings.
	  Keyholders who are called out in the middle of the night if the store alarm has gone off can feel vulnerable, especially if back-up is not available.
	  Age-related sales such as cigarettesor alcohol.
	 

	Workplace violence checklist
	This checklist can help to identify present or potential workplace violence problems. The checklist contains common features relating to the occurrence of workplace violence and control measures that are practical for retail establishments. Employers are encouraged to expand and modify the list for their own circumstances, as not all control measures will be relevant for all businesses.
	Contributing factors
	Contributing factors
	Contributing factors
	Contributing factors
	Contributing factors
	Contributing factors

	Yes
	Yes

	No
	No

	N/A
	N/A


	Is the site located in a high crime area?
	Is the site located in a high crime area?
	Is the site located in a high crime area?


	Has the site experienced a robbery in the past three years?
	Has the site experienced a robbery in the past three years?
	Has the site experienced a robbery in the past three years?


	Has the site experienced threats, harassment or abusive behaviour in the past three years? 
	Has the site experienced threats, harassment or abusive behaviour in the past three years? 
	Has the site experienced threats, harassment or abusive behaviour in the past three years? 


	Do employees exchange money with the public?
	Do employees exchange money with the public?
	Do employees exchange money with the public?


	Is the business open during late night or early morning hours?
	Is the business open during late night or early morning hours?
	Is the business open during late night or early morning hours?


	Does the business serve alcohol?
	Does the business serve alcohol?
	Does the business serve alcohol?


	Do employees work alone or in small numbers?
	Do employees work alone or in small numbers?
	Do employees work alone or in small numbers?


	Do employees work with, guard, or transport valuable items like jewellery, cameras or cigarettes?
	Do employees work with, guard, or transport valuable items like jewellery, cameras or cigarettes?
	Do employees work with, guard, or transport valuable items like jewellery, cameras or cigarettes?





	Administrative/work practice controls
	Administrative/work practice controls
	Administrative/work practice controls
	Administrative/work practice controls
	Administrative/work practice controls
	Administrative/work practice controls

	Yes
	Yes

	No
	No

	N/A
	N/A


	Is the workplace often understaffed?
	Is the workplace often understaffed?
	Is the workplace often understaffed?


	Are there emergency procedures in place to deal with different types of violence, including robberies and physical violence?
	Are there emergency procedures in place to deal with different types of violence, including robberies and physical violence?
	Are there emergency procedures in place to deal with different types of violence, including robberies and physical violence?


	Have employees been instructed to report suspicious personsor activities? 
	Have employees been instructed to report suspicious personsor activities? 
	Have employees been instructed to report suspicious personsor activities? 
	 



	Are employees trained in:
	Are employees trained in:
	Are employees trained in:
	 ways to prevent workplace violence?
	>

	 how to recognise warning signs of potential violence?
	>

	 ways to respond to hostile or threatening situations?
	>

	 use of the alarm systems and other security devices?
	>

	 what to do in an emergency?
	>



	Do you provide means for internal reporting after various situations, including descriptions of assailants?
	Do you provide means for internal reporting after various situations, including descriptions of assailants?
	Do you provide means for internal reporting after various situations, including descriptions of assailants?


	Are employees encouraged to report accidents, incidentsand near misses?
	Are employees encouraged to report accidents, incidentsand near misses?
	Are employees encouraged to report accidents, incidentsand near misses?
	 



	Is there a clear procedure for dealing with complaints and refunds?  
	Is there a clear procedure for dealing with complaints and refunds?  
	Is there a clear procedure for dealing with complaints and refunds?  





	Administrative/work practice controls
	Administrative/work practice controls
	Administrative/work practice controls
	Administrative/work practice controls
	Administrative/work practice controls
	Administrative/work practice controls

	Yes
	Yes

	No
	No

	N/A
	N/A


	Are emergency telephone numbers for police, fire, medical services and business contacts posted adjacent to the telephone?
	Are emergency telephone numbers for police, fire, medical services and business contacts posted adjacent to the telephone?
	Are emergency telephone numbers for police, fire, medical services and business contacts posted adjacent to the telephone?


	Does the premises have a policy to maintain minimum amountsof cash in tills, especially during late night openings?
	Does the premises have a policy to maintain minimum amountsof cash in tills, especially during late night openings?
	Does the premises have a policy to maintain minimum amountsof cash in tills, especially during late night openings?
	 



	Do employees work with at least one other person throughout shifts?
	Do employees work with at least one other person throughout shifts?
	Do employees work with at least one other person throughout shifts?


	Are there procedures in place to ensure the safety of employees who open and close the store or respond to alarm callouts?
	Are there procedures in place to ensure the safety of employees who open and close the store or respond to alarm callouts?
	Are there procedures in place to ensure the safety of employees who open and close the store or respond to alarm callouts?


	Are there procedures in place to ensure the safety of employees who open and close the store or respond to alarm callouts?
	Are there procedures in place to ensure the safety of employees who open and close the store or respond to alarm callouts?
	Are there procedures in place to ensure the safety of employees who open and close the store or respond to alarm callouts?


	Do you carry out daily checks on control measures such as lighting, CCTV and that emergency exits are clear?
	Do you carry out daily checks on control measures such as lighting, CCTV and that emergency exits are clear?
	Do you carry out daily checks on control measures such as lighting, CCTV and that emergency exits are clear?


	Are doors used for deliveries, rubbish removal, etc. locked when not in use?
	Are doors used for deliveries, rubbish removal, etc. locked when not in use?
	Are doors used for deliveries, rubbish removal, etc. locked when not in use?
	 



	Are doors to the front of the business locked before and after official opening times while staff are on the premises?
	Are doors to the front of the business locked before and after official opening times while staff are on the premises?
	Are doors to the front of the business locked before and after official opening times while staff are on the premises?


	Is there a proof of age scheme in place, and is it enforced?
	Is there a proof of age scheme in place, and is it enforced?
	Is there a proof of age scheme in place, and is it enforced?





	Engineering controls
	Engineering controls
	Engineering controls
	Engineering controls
	Engineering controls
	Engineering controls

	Yes
	Yes

	No
	No

	N/A
	N/A


	Do employees have access to a telephone with an outside line?
	Do employees have access to a telephone with an outside line?
	Do employees have access to a telephone with an outside line?


	Is the entrance to the building easily seen and free from heavy shrub growth?
	Is the entrance to the building easily seen and free from heavy shrub growth?
	Is the entrance to the building easily seen and free from heavy shrub growth?


	Is lighting bright in parking and adjacent areas?
	Is lighting bright in parking and adjacent areas?
	Is lighting bright in parking and adjacent areas?


	Are all indoor lights working correctly?
	Are all indoor lights working correctly?
	Are all indoor lights working correctly?


	Are windows and views outside and inside clear of advertisingand obstructions?
	Are windows and views outside and inside clear of advertisingand obstructions?
	Are windows and views outside and inside clear of advertisingand obstructions?
	 



	Is there a working drop safe or time access safe to minimise cash available?
	Is there a working drop safe or time access safe to minimise cash available?
	Is there a working drop safe or time access safe to minimise cash available?


	Are security cameras and mirrors placed in locations that would deter thieves and provide greater security for employees?
	Are security cameras and mirrors placed in locations that would deter thieves and provide greater security for employees?
	Are security cameras and mirrors placed in locations that would deter thieves and provide greater security for employees?


	Are there height markers on exit doors to help witnesses provide more complete descriptions of assailants?
	Are there height markers on exit doors to help witnesses provide more complete descriptions of assailants?
	Are there height markers on exit doors to help witnesses provide more complete descriptions of assailants?


	Does the customer entrance have a door detector to alert employees when persons enter?
	Does the customer entrance have a door detector to alert employees when persons enter?
	Does the customer entrance have a door detector to alert employees when persons enter?


	Are silent or personal alarms in place to notify police or management?
	Are silent or personal alarms in place to notify police or management?
	Are silent or personal alarms in place to notify police or management?


	Can exit doors be opened only from the inside to prevent unauthorised entry?
	Can exit doors be opened only from the inside to prevent unauthorised entry?
	Can exit doors be opened only from the inside to prevent unauthorised entry?


	Are additional security measures put in place to protect employees at night?
	Are additional security measures put in place to protect employees at night?
	Are additional security measures put in place to protect employees at night?


	Are there employee-only areas, separate from members of the public?
	Are there employee-only areas, separate from members of the public?
	Are there employee-only areas, separate from members of the public?


	Is there a secure place for employees to store personal belongings?
	Is there a secure place for employees to store personal belongings?
	Is there a secure place for employees to store personal belongings?


	Does the workplace have physical barriers, e.g. partitions protecting the staff area?
	Does the workplace have physical barriers, e.g. partitions protecting the staff area?
	Does the workplace have physical barriers, e.g. partitions protecting the staff area?





	Risk assessment 
	A planned and systematic approachis needed so that employees understand their respective roleand responsibilities.
	  
	 
	 

	No two workplaces are exactly the same. A combination of many factors will determine the need to protect against violence towards staff.
	When selecting control measures, you must consider what the different risk factors are that might lead to violent or aggressive situations. When looking at these factors you should consult with the people most likely to be affected, i.e. your employees. Look at the history of occurrences recorded in accident/incident books and anecdotal evidence.
	The consultation process will reveal particular risks and give employees the opportunity to contribute to violence prevention. Without their input and support it is difficult to identify the actual risks and successfully implement preventive measures.
	Young people have been shown to be particularly at risk of violence from customers and extra consideration may have to be given to this if young people are employed in your organisation.
	The following five steps will help you to identify and control the risks in your workplace. They are based on the Heathand Safety Executive publication Five Steps to Risk Assessment which can be viewed at and contains a model risk assessment form. 
	 
	www.hse.gov.uk/pubns/indg163.pdf
	 

	Step 1 – Hazard identification
	  Check past incident and injury reports, and any employee compensation records, to identify past injuries and any patterns. (Finding a small number of incident reports does not necessarily mean that workplace violence is not a problem; it may not have been reported in the past, especially verbal abuse that employees may have accepted ‘as part of the job’.)
	  Consult employees on their own experiences. Encourage them to express their concerns regarding workplace violence, and whether they have been threatened or harassed while at work or when leaving the premises.
	  Are there young or inexperienced workers alone in certain areas and might this be exploited?
	  Consult with the local police on what is happening in your area, is it a high crime area or have there been incidents in similar businesses recently?
	  Conduct workplace inspections, using the checklist, to check for workplace violence risk factors. Include workplace layout and work practices.
	  Set up a system for reporting all incidents, including verbal aggression, and ensure all staff are aware of it and are encouraged to report all incidents.
	  Check procedure implementation, how staff deal with situations and check that any existing measures are being followed.
	  Exit interviews will help determine if an employee is leaving because they feel unsafe at work.
	  Contact local businesses, relevant community groups and industry associations for information on their experiences.
	Step 2 – Work out the risk
	  Which of the identified hazards is most likely to occur? Identify high-risk situations.
	  What are the likely injuries that may result?
	  How severe are the injuries likely to be, and how many employees and/or other groups of people are likely to be affected?
	  How effective are any existing security measures at minimising the risk of violence?
	  How often and when are staff expected to work alone?
	You can now focus on the high priorities first.
	Step 3 – Controlling the risks
	  Eliminate the hazard. The best method of protecting employees is to change the system of work to reduce the chance of workplace violence.
	  Replace the hazardous procedure with a less hazardous one. When you cannot eliminate the hazard, look for safer alternatives, for example, keeping less cash in tills.
	  Design safety and security into the premises and procedures. This includes improving visibility in and out of the workplace, location of workstations and counters, no lone working, adequate lighting inside and outside, screens, use of drop safes, door detectors, alarms and surveillance systems.
	  Integrate violence prevention activities into daily procedures, such as checking lighting, locks and security cameras.
	  Establish systems of communication in the event of emergencies. 
	  Provide training. All employees must be trained in safety procedures, in the operation of security equipment and in what is unacceptable behaviour.
	  Be prepared. Despite preventive measures, incidents of workplace violence may still occur. When they do, managing the event during and afterwards is just as important. Employees must know what to do and how to handle the types of situations that are likely to occur.
	  Contact other businesses and trade associations for advice on what has worked well in similar businesses elsewhere.
	  Run a well-managed business. Aggression in customers can be increased by, for example, invoicing errors, the product not corresponding to what was advertised, inadequate stock and not enough staff leading to long waiting and queuing times.
	  Make sure all employees know what is expected of them at work every day or during or after an incident.
	Step 4 – Record what you have done
	It is a legal requirement to record this assessment if five or more people are employed in the workplace. If there are fewer than five employees, it is still good practice to write it down. This will help in passing information to employees and when you come to review your assessment in the future.
	Step 5 – Review/monitor what hasbeen done
	 

	It is important to know whether or not your actions are working effectively. In order to find this out, two basic questions need to be asked:
	How effective are your preventive measures at reducing the frequency and severity of violent incidents?
	How effective are your reactive measures at minimising the negative outcomes associated with incidents of violence?
	  Check accident/incident books or other methods of recording violent incidents that have been implemented. Have incidents been reduced? Are the control measures working? (At first you might see an increase in the number of incidents, especially of verbal abuse, as employees are being encouraged to record all incidents.) Good recording is vital to the review process.
	  Consult with employees on whether the control measures are user friendly, and whether they could be improved or different ones used.
	  Have return to work interviews. Could anything have been done differently?
	  Keep abreast of new strategies to deal with violence in the retail industry.
	  Change/improve control measures as required through talking to employees, accident/incident/near miss monitoring and/or change in working practice.
	  Ensure that any new employees have been informed of the procedures and any existing employees that are not using them are retrained. Procedures will not work if employees are not using them or do not know about them.
	  Set a date for the next review.   
	Example riskassessment
	 

	Task and location
	Task and location
	Task and location
	Task and location
	Task and location
	Task and location

	Hazard
	Hazard

	Peopleaffected
	Peopleaffected
	 


	Howoften
	Howoften
	 


	Action – effective and efficient safeguards needed for your staff
	Action – effective and efficient safeguards needed for your staff


	Handling dissatisfied customers
	Handling dissatisfied customers
	Handling dissatisfied customers

	Verbal abuse and physical violence from customers
	Verbal abuse and physical violence from customers

	Counter staff
	Counter staff

	Occasionally
	Occasionally

	Ensure staff trained in handling customers and complaints procedures. Have adequate numbers of staff
	Ensure staff trained in handling customers and complaints procedures. Have adequate numbers of staff


	Handling drunken customers from pub next door
	Handling drunken customers from pub next door
	Handling drunken customers from pub next door

	Verbal abuse and physical violence from customers
	Verbal abuse and physical violence from customers

	Late night staff and other customers
	Late night staff and other customers

	At pub losing times, especially at weekends
	At pub losing times, especially at weekends

	Ensure staff aware of emergency telephone numbers and trained in handling violence and aggression. No lone working at these times
	Ensure staff aware of emergency telephone numbers and trained in handling violence and aggression. No lone working at these times


	Handling cash at counter
	Handling cash at counter
	Handling cash at counter

	Robbery
	Robbery

	Other customers, and all employees involved in cash handling
	Other customers, and all employees involved in cash handling

	Frequently
	Frequently

	Check cash handling and alter procedures. Ensure staff trained
	Check cash handling and alter procedures. Ensure staff trained


	Taking deliveries
	Taking deliveries
	Taking deliveries

	Robbery of valuable goods
	Robbery of valuable goods

	Employee who apprehends offender
	Employee who apprehends offender

	Irregular
	Irregular

	Ensure staff trained in how to deal with situation, i.e. how to apprehend thief
	Ensure staff trained in how to deal with situation, i.e. how to apprehend thief


	Late night opening
	Late night opening
	Late night opening

	Robbery 
	Robbery 

	Night shift employees
	Night shift employees

	After dark
	After dark

	To review lone working policy
	To review lone working policy


	Age-related sales
	Age-related sales
	Age-related sales

	Verbal abuse from cutomers asked for ID or refused sale
	Verbal abuse from cutomers asked for ID or refused sale

	Counter staff
	Counter staff

	Frequently
	Frequently

	Strict age policy Display proof of age posters. Trained staff
	Strict age policy Display proof of age posters. Trained staff





	Responding to incidents – dynamic risk assessment
	Basic principles for dealing with any violent incident:
	  

	  Take every violent incident seriously
	 >

	 > Investigate what happened 
	 >  If a major incident, report tothe police 
	 

	 >  No matter the size of the incident, report it within the organisation
	 > Debrief in all cases 
	 >  Have a grievance procedure inplace both for customers andstaff and use it 
	 
	 

	While risk assessment is a vital part of the process, employees can still be faced with situations which may not have been anticipated. 
	Dynamic risk assessment is the continuous process of identifying hazards, assessing risks, taking action to reduce risk and monitor and reviewing while carrying out tasks. 
	By remaining aware of the need to keep risk-assessing, employees can begin to be prepared and to recognise the potential for aggression and remove themselves from the danger before it occurs. 
	Violence from other aggressors such as thieves and shoplifters may be immediate and unpreventable. Be prepared to take escape action as soon as possible. 
	Other violent situations often follow a pattern of escalating aggression:
	Annoyance
	  

	Raised voice
	  

	Verbal threats, physical gestures
	  

	Actual physical violence
	  

	Recognising these types of situations helps to be able to de-escalate them and make sure there is no further aggravation. 
	After the incident record details, notify or report the incident to the supervisor/manager. The supervisor/manager should ensure post-incident support is provided as required, including first aid, other impact management, reporting, debriefing, counselling, compensation or legal assistance.  
	Examples ofguidance for staff when incidents occur
	 

	Verbal abuse and threats: Withdraw from the situation. Do not put yourself at risk or make the situation worse. Inform your supervisor immediately. Complete any reporting forms or write down the details.
	  

	The supervisor should ensure that the threatened worker is not left alone at work, or placed in situation at work where he or she is at risk of repeated aggression. 
	The supervisor should ensure that the worker is accompanied home or taken home by taxi, if applicable, to reduce the risk of continued aggression away from the workplace. Such protection should be provided as long as there is reasonable fear of repeated aggression. The incident should be reported to the police where appropriate. 
	Physical and armed assault
	If a duress alarm is in place, activate it.
	 

	Withdraw from the situation immediately if possible. Do not put yourself or others at risk or make the situation worse.
	  

	Summon help if possible.
	 

	If you cannot withdraw you are entitled to use reasonable force to protect yourself.
	  

	As soon as you can, withdraw to a safe place.
	  

	If you are injured seek medical help immediately.
	  

	Contact the police and notify your supervisor.
	  

	Armed hold-up
	Stand still and keep your hands where they can be seen.
	  

	Do not make any sudden movements.
	  

	Obey the offender’s instructions exactly.
	  

	Ask any witnesses to remain.
	  

	Immediately seal off the area, including locking doors to prevent the offenderre-entering.
	  
	 

	Bomb threats
	Take the threat seriously.
	  

	Remain calm – try to record the exact wording of the caller and distinctive background noises which might be used to identify the source of the call.
	  

	Ask questions to find out where the bomb is, what it looks like, what time it will detonate.
	  

	Report the incident immediately to your supervisor.
	  

	Assist as instructed to report the incident to the police and evacuate the area.
	  

	For further guidelines on this matter contact local police to request the publications .
	  
	Bombs, protecting people and 
	property and Business as usual – maximising 
	business resilience to terrorist bombings

	Recovering from a violent incident
	Practical things you can do to assist staff and your business to recover from a violent incident
	Secure the premises.
	  

	Provide prompt first-aid treatment for injured people and/or arrange for medical treatment for any serious injuries.
	  

	Record details of the incident immediately, making details that may be forgotten over time including what happened, who was involved, what triggered the incident, place, conditions, time of day, witnesses.
	  

	Senior management should offer their personal support to the victim.
	  

	Both employees and the employer can contact Victim Support for help and advice.
	  

	Report the incident to the business owner or senior manager and the police if necessary. Complete any reporting form required. Notify all crimes to the police. Report to the enforcing authority under Reporting of Injuries, Disease and Dangerous Occurrences Regulations 2013 (RIDDOR) if necessary.
	  

	Advise employees that they need to fully cooperate with the police to be able to apply for compensation from the Criminal Injuries Compensation Scheme (CICA). The incident must be reported to them as soon as possible, usually within 48 hours.
	  

	Employees should put the business address on any witness statements rather than their home address if they are worried about reprisals.
	  

	Provide a debriefing to affected workers.
	  

	Supporting recovery
	The impact of violence on a victim can depend on the severity of the violence, his or her personal experiences, skills and personality. Occasionally, one seemingly minor incident can produce an extreme reaction due to a build-up of negative experiences or other sometimes unexplainable factors which are not immediately apparent. 
	These reactions may include:
	Physical signs – like headaches, insomnia, indigestion, high blood pressure, alopecia, loss of appetite.
	  

	Emotional factors – such as irritability, lack of concentration, anxiety, depression, loss of confidence, low morale.
	  

	Behavioural aspects – such as poor work performance, accidents, poor relationships at home and work, dependence on tobacco, drugs and alcohol.
	  

	The enlightened support of managers and colleagues can greatly enhance the recovery of the person involved. 
	During and immediately after an incident, employees affected, including witnesses, need to know they have the support of their manager and colleagues. Employees may require:
	  first aid and/or a medical assessment; debriefing sessions can be useful but of course this should depend on the reaction of the employee 
	>

	 a colleague asking if they are OK 
	>

	  an informal chat with their line manager, who should make sure the incident is recorded and investigated 
	>

	 a coffee break 
	>

	 to go home. 
	>

	Short term: it may be necessary in the short term to:
	  change the work area or the type of work if the victim agrees 
	>

	  regularly meet with their line manager to talk about any problems 
	>

	  discuss about what can be learnt from the incident. 
	>

	Long term: sometimes individuals may experience long-term symptoms and require time off.
	The role of the immediate line manager is especially important, because that person most powerfully represents the organisation to the employee.
	  

	Supporting staff after events like thesecan be difficult especially when managers or colleagues do not know what to do for the best. 
	 

	Healthy Working Lives can provide free Mentally Healthy Workplace training for managers. It can also signpost many other resources which can help you make a positive impact on the lives of people who otherwise might have difficulty in making sense of incidents of verbal, physical or threatening abuse in the workplace. 
	Contact them on: 0800 019 2211 or via their website:  
	www.healthyworkinglives.scot

	Lone working –a case study fora workshop
	 
	 

	Kerry is 19 years old and works part time in a family-run convenience shop located in a secluded area of a housing estate. The owner of the business has several other shops and is therefore often away. As a result, the running of the premises is left to Kerry and six other part-time staff. There has been no history of violent incidents or robberies in this shop but recently there have been two attempted robberies in the area and aggressive behaviour to staff from customers they do not recognise. The shop ha
	There are usually two members of staff on duty. However, this is not always possible. When staff phone in sick, take a holiday at short notice, or the owner is unavailable, the shop will run with only one member of staff. Opening hours are 7.00 am to 9.00 pm. 
	One Friday evening, Kerry was working on her own. At around 7.30 pm she felt uneasy when observing two youths who seemed to be taking a long time deciding on what to buy. The youths were not known to her. There was no incident, in fact the youths were friendly and asked her if she liked her job. They asked her if it was hard work doing everything in the shop on her own? What was she doing working so late on a Friday when she should be out on the town? They explained that they had just moved into the area. K
	When she was cashing up just before closing at 9.00 pm, Kerry thought she saw the youths again outside the shop. It was practice to bank the takings every evening so Kerry put the money in her holdall as usual. She put on her MP3 player, locked up the shop and pulled the shutters down. Before she turned around, two people pushed her against the shutters, ripped her holdall from her and ran away. 
	Discuss the following:
	What measures could the owner and Kerry have taken to help prevent this robbery?
	  

	When a robbery or incident occurs, what measures would help catch or identify the perpetrator(s)?
	  

	Notes for workshop facilitator:
	What could have been done to help prevent the robbery? This list is not exhaustive. 
	Owner:
	1.   A risk assessment of Kerry’s job should have been carried out. This would have highlighted what potential incidents could occur.
	2.  CCTV – internal and external – could have been installed. This would help deter potential thieves and/or unruly behaviour.  
	3.  An alarm, e.g. panic button, could have been installed, relayed to an external monitoring station or a bell in the shop. A personal alarm could be provided to staff when banking cash. This could have given Kerry a means of calling for help and might have deterred the youths.  
	4.  The owner should have ensured adequate staff cover. He/she should be available to cover at short notice. 
	5.  Banking money every night should be reviewed, e.g. change times, days; there should always be two people banking or have a security firm pick up takings. Store in a safe if only one employee available to bank. Provide appropriate bank bags. 
	6.  Kerry could have been encouraged to call for assistance in situations when she feels uneasy. This might highlight ongoing problems. 
	7.  Training staff to spot and report potential trouble would also help prevent incidents. 
	8.  The owner should have been in regular contact with Kerry when she was on her own. 
	9.  The area is secluded; lighting requirements should be reviewed. 
	Kerry:
	1.  She could have trusted her instinct about the two youths’ initial behaviour and phoned the owner.  
	2.  She should be wary about answering questions around her job.  
	3.  She could have been more aware of her surroundings when locking up.  
	4.  She shouldn’t have listened to music when locking up. She couldn’t hear anything except the music.  
	Measures that could be taken to help catch the thieves:
	1. Phone police immediately.  
	2.  Use of CCTV footage, if this has been installed.  
	3. Panic alarm system alerting others.  
	4.  Incident report form, to be completed as soon as possible after the event giving a description of the thieves.  
	5.  If Kerry hadn’t been in shock, she may have been able to: 
	  observe if they were the same youths she spoke to in the shop earlier 
	>

	  note as much detail as possible about the thieves 
	>

	  make police aware of any potential witnesses.  
	>

	The law, as it applies in Scotland
	Health and safety at work 
	The Health and Safety at Work etc Act places general duties on employers and employees that are applicable to work-related violence and personal safety. You have a duty to ensure the health and safety at work of all your employees. It also states that to achieve this you need to provide adequate training, instruction, information and supervision.
	It also places duties on employees. They must take reasonable care of their own safety and that of others. They must cooperate with their employer to help them meet their legal obligations. 
	Management of health and safetyat work 
	 

	Management of Health and Safety at Work Regulations 1999 state you must assess the risks to employees and make arrangements for their health and safety byeffective planning, organising, control, monitoring and review.
	Reporting of Injuries, Disease and Dangerous Occurrences Regulations (RIDDOR)
	Many of the incidents referred to in this guidance may not be reportable under Reporting of Injuries, Disease and Dangerous Occurrences Regulations 2013 (RIDDOR). However, for those that involve physical injury, employers must notify the Health and Safety Executive of an accident at work resulting in death, injury or incapacity for normal work for more than seven consecutive days.  
	This includes any act of non-consensual physical violence inflicted on a person at work. This can be reported via the Health and Safety Executive website:www.hse.gov.uk/riddor
	 

	Worker consultation
	The Safety Representatives and Safety Committees Regulations 1977 and Health and Safety (Consultation with Employees) Regulations 1996 express your duty to inform and consult with employees ingood time on matters relating to their health and safety. 
	 

	Equality Act 
	The Equality Act 2010 protects people from discrimination in the workplace and society in general. It creates the framework for you to protect employees from harassment and allows the employee to take their employer to an employment tribunal. 
	Emergency Workers (Scotland) Act
	Emergency Workers (Scotland) Act 2005 (EWA) makes it a specific offence to assault, obstruct or delay someone providing an emergency service, or someone assisting an emergency worker in an emergency situation. The EWA is generally used for less serious assaults. More violent incidents can be prosecuted using a range of common law offences from assault to murder.
	Appendix 1 –Model report form
	 

	Name of staff member:  
	Name of staff member:  
	Job title:

	Date:
	Date:

	Time:
	Time:

	Location of incident
	Location of incident

	Type of incident, whether face to face or by telephone:
	Type of incident, whether face to face or by telephone:

	Physical abuse 
	Physical abuse 

	Verbal abuse
	Verbal abuse

	Verbal threat
	Verbal threat

	Physical posturing
	Physical posturing

	Physically armed
	Physically armed

	Spitting  
	Spitting  

	Any other form of violence please describe below.
	Any other form of violence please describe below.
	 
	Account of what happened (including details of injuries and damage) 

	Name of assailant (or description if name unknown, see overleaf) 
	Name of assailant (or description if name unknown, see overleaf) 

	Names and contact details of witnesses 
	Names and contact details of witnesses 

	Further investigation required
	Further investigation required
	 
	Date RIDDOR form submitted to enforcing authority 

	Police incident no. (if applicable) 
	Police incident no. (if applicable) 

	Details of preventative measures implemented to prevent recurrence
	Details of preventative measures implemented to prevent recurrence

	Date employee informed of preventative 
	Date employee informed of preventative 
	measures taken to prevent recurrence

	Working 
	Working 
	time lost

	Line manager/responsible person
	Line manager/responsible person
	 
	Signature 

	Date 
	Date 

	(Cont. overleaf)
	(Cont. overleaf)

	If the attacker or aggressor is not known please use the pro forma below to give as much information as possible as to their description. 
	Sex
	Male
	Female
	Age
	Under 16
	16–30
	30–50
	Over 50
	Build
	Slim 
	Proportionate
	Heavy
	Ethnic appearance
	White
	Asian
	Black
	Mixed
	Facial hair
	Yes
	No
	Glasses
	Yes
	No
	Hair colour
	Blonde
	Brown
	Black
	Grey
	Red
	Dyed
	Please describe
	Accent
	Local
	Other (please state)
	Tattoo(s)
	Yes
	Please describe
	Scar(s)
	Yes
	Please describe
	Clothing
	Please describe
	Other witnesses
	Yes
	No
	If yes, please give details  
	Appendix 2 –Websites and resources
	 

	Advice 
	Healthy Working Lives Adviceline 0800 019 2211www.healthyworkinglives.scot
	 
	 

	Health and Safety ExecutiveWork-related violence in licensedand retail premiseswww.hse.gov.uk/violence/index.htm Violence at Work, a guide for employers, (2002), HSEwww.hse.gov.uk/pubns/indg69.pdf 
	 
	 
	 
	 
	 

	The Suzy Lamplugh TrustThe leading authority on personalsafety offers advice, publications,training and research www.suzylamplugh.org 
	 
	 
	 
	 

	Trade associations
	Scottish Grocer’s Federationwww.scottishshop.org.uk 
	 

	Scottish Retail Consortiumwww.brc.org.uk 
	 

	Union of Shop, Distributive and Allied Workers, USDAW, ‘Freedom from Fear’ campaign: www.usdaw.org.uk  
	Support
	Breathing Space is a free and confidential phoneline service for any individualwho is experiencing low mood or depression, or who is unusually worriedand in need of someone to talk to.Call 0800 83 85 87, 6 pm–2 am 
	 
	 
	 
	 
	www.breathingspacescotland.co.uk

	Website of the National Programme for Improving Mental Health and Wellbeing The site provides news on mental healthin Scotland, a database of suppor agencies and services, practical top tipsfor maintaining positive mental health,and a useful glossary of common terms www.wellscotland.info 
	 
	 
	 
	 

	Samaritans provides confidential, emotional support for people experiencing distress or despair. Also provides a number of courses for businesses to help tackle stress in the workplace www.samaritans.org  
	Victim Support Scotlandwww.victimsupportsco.org.uk 
	 

	Being a witness in Scotland – what to expect when you attend court as a witness www.witnessesinscotland.com     

	In partnership with
	In partnership with
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